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§Whoami
§How we define groups.
§ Timeline of disclosures and evolution of the group.
§Making your own Winnti.



whoami

§ Principal Intelligence Analyst at QuoIntelligence
§ Teaching Assistant for SANS FOR578 
§ You can read my musings on security and intelligence at 

counterintelligence.pl

§ Feel free to reach me:
Kamil.bojarski@quointelligence.eu, kamil.bojarski@lawsec.net
@lawsecnet, @lawsecnet@infosec.exchange
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Winnti – who or what? 
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Winnti



Winnti - timeline
§ Kaspersky first names the group 

in 2013: 
§ “Symantec appears to be the 

first to name these malicious 
programs; we kept Symantec’s 
name – Winnti – in the name of 
the malware family we created: 
Backdoor.Win32(Win64).Winnti. 
As for the people behind these 
attacks involving this remote 
administration tool, we ended 
up calling them “the Winnti
group”.

§ Mentions already use of stolen 
certificates and links to intrusion 
against Tibetan and Uygur 
activists.

§ Link: Malware grouping



Winnti - timeline

§ In 2013 FireEye 
publishes a report on the 
sharing of capabilities 
among Chinese groups. 
Winnti is referenced per 
the Kaspersky reporting.

§ Link: Stolen certificates 
reuse.



Winnti - timeline

§ In 2014 cooperating companies
published a report on the 
Chinese espionage operation.

§ In 2015 supplementary report 
that describes Winnti malware 
found during analysis.

§ „Novetta has moderate to high 
confidence that the organization-
tasking Axiom is a part of 
Chinese Intelligence Apparatus.”



Winnti - timeline

§ In 2015 Kaspersky 
publishes another report 
on the Winnti group.

§ Link Winnti to Axiom 
group.

§Claims that newly 
discovered samples 
belong to the family 
described in the SMN 
report.

§ Link: Malware grouping



Winnti - timeline

§ In 2016 Symantec 
publishes blog on the 
espionage operation 
attributed to China and 
using custom malware 
and stolen certificates.

§ Indirectly references 
Kaspersky research.

§ Link: malware and 
stolen certificates.



Winnti - timeline

Kaspersky
Winnti malware detections

Winnti group

Symantec 
Backdoor.Winnti Custom signed tooling

Blackfly Suckfly

Stolen certificates 
from South 
Korean 
companies

Symantec Winnti malware discovery



Winnti - timeline

§ In 2016 
Blackberry/Cylance 
publishes research on a 
PassCV group and links 
it to Winnti.

§ Link: malware and 
stolen certificates – 
association through 
victimology revealed by 
Kaspersky.



Winnti - timeline
Kaspersky
Winnti malware

Winnti group

Syncopate 
certificate

PassCV

Zemi Interactive 
certificate

ZxShell, Ghost RAT, Netwire



Winnti - timeline

§ In 2017 Microsoft 
announces that it tracks 
Winnti as two distinct 
groups – BARIUM and 
LEAD. 

§BARIUM: Targets 
gaming, multimedia, 
Internet content 
creators.

§ LEAD: Industrial 
espionage.



Winnti - timeline

Winnti malware

Winnti group

Financially 
motivated 
targeting of 
gaming 
companies

Espionage operations 
against technology 
companies 

BARIUM (“moonlighting” Winnti) LEAD (“official” Winnti)

Social 
engineering, 
building 
relationship 
with targets

Delivery of 
Winnti 
executable 
through 
phishing



Winnti - timeline

§ In 2017 TrendMicro 
describes how Winnti 
abuses GitHub for C2.

§ Describes Winnti as a 
threat actor linked to 
cybercrime.

§ Mentions PlugX as a 
major malware in Winnti 
arsenal.

§ Link: New version of 
Wintti backdoor 
BKDR64_WINNTI.ONM.



Winnti - timeline

§ Also in 2017 TrendMicro 
publishes a research 
again treating whole 
spectrum of activity as a 
single entity.

§ Link: “unreported 
malware samples that we 
attributed to the group 
based on the malware 
arsenal” -> infrastructure, 
domain registration.



Winnti - timeline

§ Also in 2017 TrendMicro 
publishes a research 
again treating whole 
spectrum of activity as a 
single entity.

§ Link: “unreported 
malware samples that we 
attributed to the group 
based on the malware 
arsenal” -> infrastructure, 
domain registration.



Winnti - timeline

§ 401 Threat Research 
Group published few 
pieces in 2017 and the 
summary Burning 
Umbrella report.

§ Linking of large number 
of operations to the 
Winnti cluster – “Winnti
umbrella”.

§High confidence in 
attribution.



Winnti - timeline

§ In 2018 US DoJ publishes 
indictment against MSS 
officers.

§ “Members of the conspiracy 
targeted, among other 
things, companies in the 
aerospace and other high-
technology industries, and 
attempted to steal intellectual 
property and confidential 
business information, 
including information that 
was commercial in nature”



Winnti - timeline

§ In 2019 Chronicle published
research on Linux variant of 
Winnti malware.

§ Idenitified during intrusion
analysis in the environemnet of 
Vietnamese gaming company.

§ Intrusion dated back to 2015.



Winnti - timeline

§ In 2019 ESET 
publishes summary of 
Winnti activity, 
concluding that it is 
part of same activity 
cluster like Axiom, 
Barium, APT41...

§ Link: malware, supply 
chain attacks.



Winnti - timeline

§ In 2019 Mandiant published 
report on APT41 „Double 
Dragon” operation 
empasizing the split between 
espionage and financially 
motivated activity.



Winnti - timeline

Financially motivated campaigns Espionage operations

‚Targeting is consistent with China's national strategies to 
move production capabilities upmarket into research and 
development (R&D)-heavy fields. These initiatives were 
especially highlighted with "Made in China 2025,„’

‚Unlike other observed Chinese 
espionage operators, APT41 conducts 
explicit financially motivated activity, 
which has included the use of tools that 
are otherwise exclusively used in 
campaigns supporting state interests. ‚

hrsimon59@gmail.com
POISONPLUG
POISONPLUG.SHADOW

APT41



Winnti - timeline

§ In 2020 US DoJ once again 
publishes an indicment 
related to Winnti.

§DoJ grouped various 
monikers as well, though 
notably omiting the LEAD.



Winnti - timeline

§ In 2020 we published research 
on the newly discovered 
samples of Winnti malware 
targeting a gaming company 
and a chemical company.

§More relationship to LEAD 
branch.

§ Linked through malware. 
Similarities in code and 
functionality.



Winnti - timeline

§ In 2020 FireEye reported on 
APT41 espionage operation 
exploiting Citrix NetScaler, 
Cisco routers, Zoho 
ManageEngine.

§Use of Cobalt Strike and 
Meterpreter.



Winnti - timeline

§ In 2022 Cybereason desribes suite of 
tooling used by Winnti after 
investigation into industrial 
espionage operations. – ”undetected 
since at least 2019 with the goal of 
stealing sensitive proprietary 
information from technology and 
manufacturing companies, mainly in 
East Asia, Western Europe, and 
North America.”

§ Moderate-high confidence in 
attribution to Winnti.

§ Linked through malware and TTPs.



Winnti - timeline

§ In 2022 Group-IB 
reported on worlwide
campaign of APT41.

§ Researchers grouped
together other monikers
including BARIUM and 
LEAD.

§ SQL injections, Cobalt
Strike, CertUtil, custom
SSL certificates.



Winnti - timeline

§Department of Health 
and Human Services 
briefing from 
September 2022 
clusters Winnti, Barium, 
APT41.

§ Targeting healthcare 
since 2014.

§Underscores link to Five-
Year plan.







Recon

Weaponization

Delivery

Exploitation

Installation

C2

Actions on Objectives

You are somewhere here





Analytical models to the rescue!

§How did you come across Winnti operations?
§Which aspects do you care about most?
§Would you care if attribution was inaccurate?
§How are you using the reporting?



Analytical models to the rescue!

§ Instead of dwelling on the clustering specifics create an analytical 
model that fits your needs and use that.

§Do you really need to track Winnti?
§Why?
§What was the requirement?
§How it will impact your defense posture?



Making your own Winnti group.

§ Solution – make your own Winnti!
§Account for:

§ Intent
§ Opportunity
§ Capability

§Why are you following the related reporting?
§ Do you care about targets?
§ Are you worried about alleged supply chain attacks?
§ Proliferation of malware among various groups directs you towards

detection of new strains?



Making your own Winnti group.

§Winnti:
§ Targets gaming, multimedia, internet content companies (BARIUM flavor); 

engineering, manufacturing, pharmacuetical, academia (LEAD flavor).

§ Use of Winnti malware. Abuse of stolen digital certificates. Supply chain 
attacks.
§ BARIUM: social engineering, office macros, LNK files.
§ LEAD: Email delivery of Winnti installation package.

§ Use of DDNS, Let’s Encrypt, GitHub for C2, infrastructure registration
patterns…



Making your own Winnti group.

Winnti malware
Cobalt Strike

Gaming companies

DNS Tunneling

Cryptomining

Stolen code certificates

„Hak520” domain family

High tech industry

Tibetan and Chinese journalists, Uyghur and Tibetan activists

Financially motivated adversaries

Foreign intelligence operation

GitHub for C2 communication

Spear-phishing 
campaigns 
targeting HR, 
hiring managers, IT 
staff, infosec staff

Let’s encrypt certificates
Your_Winnti

WHOAMI naming covnention

DDNS



Making your own Winnti group.
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Thank you for your time!

Questions?


